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Under the GDPR it will be mandatory to report a personal data breach 
if it’s likely to result in a risk to people’s rights and freedoms.

This has been misinterpreted to mean that all breaches should be 
reported, which isn’t the case.

The Information Commissioner’s Office states that reporting on 
most instances of a personal data breach is advised, however, 
it is not compulsory under the current Data Protection Act. 
Certain organisations are required to report under other laws, 
like the Privacy and Electronic Communications Regulation 
(PECR). However, mandatory reporting under GDPR will be a 
new requirement for many businesses.

GDPR states that a personal data breach which results in a 
risk to people’s rights and freedoms should be reported without 
undue delay and, where feasible, not later than 72 hours 
after having become aware of it. This will mean changes to 
the way businesses, organisations and even the Information 
Commissioner’s Office identify, handle and respond to these 
incidents.

Determining whether a breach should be reported depends 
on the risk it poses to the people involved. Guidelines will 
clarify this but the best approach a business can take now is 
to examine the types of incidents it might face. They can then 

determine what would constitute a serious breach and the 
impact it might have on the customers and clients involved.

It’s worth remembering that, in the event of there being a high 
risk to people’s rights and freedoms, a business should also 
report it to the individuals who have been affected. High risk 
situations are likely to include people suffering discrimination, 
damage to reputation, financial loss, or any other significant 
economic or social disadvantage as a result of a breach.

While organisations won’t be required to present a 
comprehensive report within the 72-hour time period, at the 
very least they will need to provide information about the extent 
and cause of the breach, mitigating actions to be taken, and 
a plan to address the problem. A more detailed report can be 
provided at a later date.

In summary, the only time a data breach will need to be 
reported is when it poses a risk to people’s rights and freedoms. 
So understanding what that constitutes for a specific business 
will be vital.
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Want to find out how secure paper shredding can improve GDPR compliance? READ OUR LATEST BLOG

The current Data Protection Act (DPA) has been around since 1998. 
As technology advanced, the law struggled to adequately reflect the 
way that personal data was collected, stored and used.
As a result, the existing DPA is being enhanced by the new EU General Data 
Protection Regulation (GDPR). The GDPR includes many familiar aspects, alongside 
some changes. For example, the definition of personal information now includes 
online identifiers, such as IP addresses, as well as mandatory breach reporting.

Coming into force on the 25th of May, 2018, a lot of information has been shared 
about GDPR. Unfortunately, not all of it is accurate. We’ve decided to clear up the 
confusion that surrounds the new Regulation and shred through a few of the biggest 
GDPR myths to get to the truth.

For more advice on secure, compliant data destruction, contact the team at Restore Datashred.

0800 376 4422 | www.shredding.info

http://www.shredding.info/resources/blog

